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Foreword

NASA has been a leader in most technologies it has employed in its programs over the years.
One of the important NASA objectives is now to add Probabilistic Risk Assessment (PRA) to its
repertoire of expertise in proven methods to reduce technological and programmatic risk.

Fault Tree Analysis (FTA) is one of the most important logic and probabilistic techniques used
in PRA and system reliability assessment today.

Methods to perform risk and reliability assessment in the early 1960s originated in US aerospace
and missile programs. Fault tree analysis is such an example that was quite popular in the mid
sixties. Early in the Apollo project the question was asked about the probability of successfully
sending astronauts to the moon and returning them safely to Earth. A risk, or reliability,
calculation of some sort was performed and the result was a mission success probability that was
unacceptably low. This result discouraged NASA from further quantitative risk or reliability
analysis until after the Challenger accident in 1986. Instead, NASA decided to rely on the use of
failure modes and effects analysis (FMEA) and other qualitative methods for system safety
assessments. After the Challenger accident, the importance of PRA and FTA in systems risk and
reliability analysis was realized and its use at NASA has begun to grow.

The nuclear industry began to utilize probabilistic risk assessment to assess safety following the
Three Mile Island accident in 1979. In 1981, the US Nuclear Regulatory Commission (NRC)
issued the Fault Tree Handbook, NUREG-0492. Over the past two decades, this document has
become the leading technical information source on how FTA should be performed. Although
originally intended for nuclear power applications, the Fault Tree Handbook has been
extensively used in all fields where this powerful systems analysis methodology was applied.

Over the past two decades, probabilistic risk assessment and its underlying techniques, including
FTA, has become a useful and respected methodology for safety assessment. Because of its
logical, systematic and comprehensive approach, PRA and FTA have been repeatedly proven
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capable of uncovering design and operational weaknesses that escaped even some of the best
deterministic safety and engineering experts. This methodology showed that it was very
important to examine not only low-probability and high-consequence individual mishap events,
but also high-consequence scenarios which can emerge as a result of occurrence of multiple
high-probability and nearly benign events. Contrary to common perception, the latter is
oftentimes more detrimental to safety than the former.

A foremost strength of PRA and its underlying analysis techniques, including FTA, is that it is a
decision support tool. In safety applications, this methodology helps managers and engineers find
design and operational weaknesses in complex systems and then helps them systematically and
efficiently uncover and prioritize safety improvements.

In order to best benefit from PRA and FTA in management decisions, it is important that
managers and their support staffs be familiar with the value and application of these methods. In
addition, there should be a small but robust group of in-house technical experts that understand
the methods used in a PRA or FTA study, can explain its meaning and applicability to given
problems to management and serve as in-house technical advisers to the management decision
process for safety improvement. If these in-house experts do not exist initially, they should be
hired or groomed through training and transfer of technology, becoming part of the corporate
resources and memory that will help shape the organization, taking advantage of the PRA and
FTA methods and results and the expert knowledge of the external consultants. In-house experts
will help build risk-based knowledge and experience and stimulate cultural changes so that a
progressive organization can use these resources to make sound and cost-effective safety
improvement decisions.

In support of this, NASA has recently began to implement the following important risk
assessment enhancement principles in its programs and projects:

e Transfer quantitative risk assessment technology to NASA managers and practitioners as
soon as possible,

e Develop or acquire quantitative risk assessment expertise and state-of-the-art software
and data,

e Encourage ownership in quantitative risk assessment methods, studies and results in order
to use them effectively in the management decision process,

e Develop a corporate memory of the risk assessment project results and data on which to
build future capabilities and experience, and

e Develop risk awareness in programs and projects that will eventually help NASA develop
a risk-informed culture for all its programs and activities.

To this end, and in support of the Risk Management Program, NASA began to develop training
and practitioner documents on how to perform quantitative risk assessment and utilize important
techniques like FTA. One such document is a Procedures Guide for performing PRA for
aerospace applications. The other is this document, the re-issue of an updated version of the
Fault Tree Handbook for aerospace applications.

A considerable amount of material on PRA methods and applications has been written over the
past three decades. Several university and practitioner textbooks and sourcebooks currently exist
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but they focus on application of PRA in industries other than aerospace. Although some of the
techniques used in PRA originated in work for aerospace and military applications, no
comprehensive reference currently exists for PRA applications to aerospace systems. In
particular, no comprehensive reference for applying FTA to aerospace systems currently exists.

The current Fault Tree Handbook, serves two purposes:

e As a companion document to the training material taught in FTA courses for practicing
system analysts, and

e To assist aecrospace FTA practitioners in acquiring and implementing current state-of-the
art FTA techniques in their applications.

The Handbook contains some of the material of the original handbook. However, some of the
basic tutorial material from the original handbook was eliminated because currently, unlike the
time when this handbook was first published, a number of PRA textbooks containing this type of
material are in existence.

The current version of the Fault Tree Handbook contains the following material that was not in
the original version:

e A discussion of the Binary Decision Diagram (BDD) method for solving fault trees that
were originally solved only through Boolean reduction and the use of minimal cuts sets;

¢ An introduction to Dynamic Fault Trees (DFTs) and methods to solve them;

e [llustrations of fault tree analysis in aerospace applications, with detailed description of
the models;

e An extended discussion of modeling common cause failures and human errors in FTA;

e Descriptions of modeling feedback loops so as to properly cut such loops in a FT;

e Extended discussion of applications of FTA for decision making, covering applications to
operating systems and to systems that are in design;

e Descriptions of absolute and relative importance measures that are obtainable from FTA
and that enhance the output and value of an FTA; and

e [Expanded discussion of success trees, their logical equivalence to fault trees, and their
applications.
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1. Introduction and Overview
1.1 Introduction and Intended Readers

This handbook is an update of the original Fault Tree Handbook published in 1981 [1]. It is
written for the informed reader who has some knowledge of system analysis and has knowledge
of basic mathematics. This handbook is intended for system analysts, system engineers, and
managers. No previous knowledge or training in statistics, reliability, or risk analysis is
assumed. Basic concepts of statistical analysis, reliability analysis, and risk analysis are
presented in relevant chapters and in the appendices.

This updated version of the Fault Tree Handbook is entitled Fault Tree Handbook with
Aerospace Applications or AFTH for short. The AFTH presents the basic principles and
procedures for Fault Tree Analysis (FTA), with an emphasis on Aerospace applications. The
AFTH is organized into two major parts.

The first part of the handbook describes the concepts, steps, tools, and uses of FTA. FTA is a
deductive, failure-based approach. As a deductive approach, FTA starts with an undesired event,
such as failure of a main engine, and then determines (deduces) its causes using a systematic,
backward-stepping process. In determining the causes, a fault tree (FT) is constructed as a
logical illustration of the events and their relationships that are necessary and sufficient to result
in the undesired event, or top event. The symbols used in a FT indicate the type of events and
type of relationships that are involved. The FT is a qualitative model that provides extremely
useful information on the causes of the undesired event. The FT can also be quantified to
provide useful information on the probability of the top event occurring and the importance of all
the causes and events modeled in the FT. This handbook leads the reader through FTA.
Particular details can be skipped if the reader desires only an overview of FTA and instead wants
to focus on its uses to assist decision-making.

In addition to FTA, inductive approaches are also used in safety analysis and in risk and
reliability analysis. In contrast to the deductive approach used in FTA, inductive approaches are
forward-stepping approaches that begin with a basic cause or initiating event and then investigate
(induce) the end effects. Both FTA and inductive approaches are failure-based. The advantages
of failure-based approaches are also discussed.

A FT can be transformed into its logical complement, a success tree (ST) that shows the specific
ways the undesired event can be prevented from occurring. The ST provides conditions that, if
assured, guarantee that the undesired event will not occur. The ST is a valuable tool that
provides equivalent information to the fault tree, but from a success viewpoint. Techniques for
transforming the FT to its ST are described along with uses of the ST.

The uses of FTA to assist decision-making are described in this AFTH. FTA provides critical
information that can be used to prioritize the importance of the contributors to the undesired
event. The contributor importances provided by FTA vividly show the causes that are dominant
and that should be the focus of any safety or reliability activity. More formal risk-benefit
approaches can also be used to optimally allocate resources to minimize both resource
expenditures and the occurrence probability of the undesired event. These risk benefit
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approaches are useful for allocating resource expenditures, such as safety upgrades to complex
systems like the Space Shuttle.

FTA can be applied to both an existing system and to a system that is being designed. When it is
applied to a system being designed for which specific data do not exist, FTA can provide an
estimate of the failure probability and the important contributors using generic data to bracket the
design components or concepts. FTA can also be used as an important element in the
development of a performance-based design. When applied to an existing system, FTA can be
used to identify weaknesses and to evaluate possible upgrades. It can also be used to monitor
and predict behavior. Furthermore, FTA can be used to diagnose causes and potential corrective
measures for an observed system failure. The approaches and tools to obtain this information
and the applications of this information in decision-making are important topics of the AFTH.

The second part of the AFTH contains examples of the application of FTA in studies that have
been previously performed. The focus is on aerospace applications. The examples include the
rupture of a pressure tank (a classic FTA example), failure to initiate and terminate thrust in a
monopropellant propulsion system, failure of a redundant container seal (design analysis), and a
dynamic FT analysis of a mission avionics system.

1.2 The Fault Tree Approach

FTA can be simply described as an analytical technique, whereby an undesired state of the
system is specified (usually a state that is critical from a safety or reliability standpoint), and the
system is then analyzed in the context of its environment and operation to find all realistic ways
in which the undesired event (top event) can occur. The fault tree itself is a graphic model of the
various parallel and sequential combinations of faults that will result in the occurrence of the
predefined undesired event. The faults can be events that are associated with component
hardware failures, human errors, software errors, or any other pertinent events which can lead to
the undesired event. A fault tree thus depicts the logical interrelationships of basic events that
lead to the undesired event, the top event of the fault tree.

It is important to understand that a fault tree is not a model of all possible system failures or all
possible causes for system failure. A fault tree is tailored to its top event that corresponds to
some particular system failure mode, and the fault tree thus includes only those faults that
contribute to this top event. Moreover, these faults are not exhaustive—they cover only the
faults that are assessed to be realistic by the analyst.

It is also important to point out that a fault tree is not in itself a quantitative model. It is a
qualitative model that can be evaluated quantitatively and often is. This qualitative aspect, of
course, is true of virtually all varieties of system models. The fact that a fault tree is a
particularly convenient model to quantify does not change the qualitative nature of the model
itself.

Intrinsic to a fault tree is the concept that an outcome is a binary event i.e., to either success or
failure. A fault tree is composed of a complex of entities known as “gates” that serve to permit
or inhibit the passage of fault logic up the tree. The gates show the relationships of events
needed for the occurrence of a “higher” event. The “higher” event is the output of the gate; the
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“lower” events are the “inputs” to the gate. The gate symbol denotes the type of relationship of
the input events required for the output event. Figure 1-1 shows a simple fault tree.

D Fails
I 1
A Fails B OR C Fail

O A

B Fails C Fails

Figure 1-1. A Simplified Fault Tree

1.3 Qualitative and Quantitative Evaluations of a Fault Tree

Both qualitative and quantitative evaluations can be performed on an FT. The FT itself is a
qualitative assessment of the events and relationships that lead to the top event. In constructing
the FT, significant insights and understanding are gained concerning the causes of the top event.
Additional evaluations serve to further refine the information that the FT provides.

The qualitative evaluations basically transform the FT logic into logically equivalent forms that
provide more focused information. The principal qualitative results that are obtained are the
minimal cut sets (MCSs) of the top event. A cut set is a combination of basic events that can
cause the top event. An MCS is the smallest combination of basic events that result in the top
event. The basic events are the bottom events of the fault tree. Hence, the minimal cut sets
relate the top event directly to the basic event causes. The set of MCSs for the top event
represent all the ways that the basic events can cause the top event. A more descriptive name for
a minimal cut set may be “minimal failure set.” The set of MCSs can not only be obtained for
the top event, but for any of the intermediate events (e.g., gate events) in the FT.

A significant amount of information can be obtained from the structure of MCSs. Any MCS
with one basic event identifies a single failure or single event that alone can cause the top event
to occur. These single failures are often weak links and are the focus of upgrade and prevention
actions. Examples of such single failures are a single human error or single component failure
that can cause a system failure. An MCS having events with identical characteristics indicates a
susceptibility to implicit dependent failure, or common cause, that can negate a redundancy. An
example is an MCS of failures of identical valves. A single manufacturing defect or single
environmental sensitivity can cause all the valves to simultaneously fail.
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The quantitative evaluations of a FT consist of the determination of top event probabilities and
basic event importances. Uncertainties in any quantified result can also be determined. Fault
trees are typically quantified by calculating the probability of each minimal cut set and by
summing all the cut set probabilities. The cut sets are then sorted by probability. The cut sets
that contribute significantly to the top event probability are called the dominant cut sets. While
the probability of the top event is a primary focus in the analysis, the probability of any
intermediate event in the fault tree can also be determined. Different types of probabilities can
be calculated for different applications. In addition to a constant probability value that is
typically calculated, time-related probabilities can be calculated providing the probability
distribution of the time of first occurrence of the top event. Top event frequencies, failure or
occurrence rates, and availabilities can also be calculated. These characteristics are particularly
applicable if the top event is a system failure.

In addition to the identification of dominant cut sets, importances of the events in the FT are
some of the most useful information that can be obtained from FT quantification. Quantified
importances allow actions and resources to be prioritized according to the importances of the
events causing the top event. The importance of the basic events, the intermediate events, and
the minimal cut sets can be determined. Different importance measures can be calculated for
different applications. One measure is the contribution of each event to the top event probability.
Another is the decrease in the top event probability if the event were prevented from occurring.
A third measure is the increase in the top event probability if the event were assured to occur.
These importance measures are used in prioritization, prevention activities, upgrade activities,
and in maintenance and repair activities. Later sections describe in further detail the rich amount
of qualitative and quantitative information that can be obtained from a FT.

1.4  The Success Tree as a Logical Complement of the Fault Tree

Since success and failure are related, the FT can be transformed into its equivalent ST. In the FT
context, success in a success tree is specifically defined as the top event not occurring. The
method by which the ST can be obtained from the FT will be described in a later section. The
ST is a logical complement of the FT, with the top event of the ST being the complement of the
top event of the FT. For example, if the top event of the FT is “Occurrence of LOV,” LOV
implying Loss of Vehicle, then the ST will have as a top event “Nonoccurrence of LOV.” The
ST therefore defines the logic for the failure top event not occurring. Moreover, the ST identifies
the minimal sets of basic events that need to be prevented in order to assure that the failure top
event will not occur. These minimal sets of events that prevent the failure top event are termed
the minimal path sets. A more descriptive name may be “minimal prevention sets” since they
indicate how to prevent the occurrence of the failure top event and achieve success in terms of its
nonoccurrence. The minimal path sets provide valuable information on the means by which the
failure top event can be prevented even without quantification. Moreover, the ST can be
quantified to provide the probability of success, i.e., nonoccurrence of the failure top event.
Additionally, each of the minimal path sets can be quantified to prioritize the most effective
methods for prevention (often in terms of cost to ensure prevention). Ability to analyze the top
event from both a failure (occurrence) and success (nonoccurrence) standpoint increases the
scope of information that can be obtained from these logic trees.
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1.5 Role of FTA in Decision Making

A variety of information is provided by FTA to assist decision-making. An overview some of
the major uses of FTA is presented here to give the reader an appreciation of the breadth of
applications of FTA in decision-making. Note that this section includes some information
already provided in previous sections for the benefit of readers who want to focus on the FTA
role in decision making.

1.

Use of FTA to understand of the logic leading to the top event. FTA provides a
visual, logic model of the basic causes and intermediate events leading to the top
event. Typically, fault trees are not limited to a single system, but cross system
boundaries. Because of this, they have shown great benefit in identifying system
interactions that impact redundancy. The combination of failures and events that
propagate through a system are clearly shown. The minimal cut sets can be organized
and prioritized according to the number of events involved and their nature. For
example, if there are minimal cut sets that contain only one component failure then
this shows that single component failures can cause failure of the system. A failure
path of only human errors shows that human errors alone can cause system failure.
After reading this handbook, the reader should be convinced that the qualitative
information obtained from an FTA is of equal importance to the quantitative
information provided.

Use of FTA to prioritize the contributors leading to the top event. One of the most
important types of information from FTA is the prioritization of the contributors to
the top event. If a FT is quantified, the failures and basic events that are the causes of
the top events can be prioritized according to their importance. In addition, the
intermediate faults and events leading to the top event can also be prioritized.
Different prioritizations and different importance measures are produced for different
applications. One of the valuable conclusions from FTAs is that generally only a few
contributors are important to the top event. Often only 10% to 20% of the basic
events contribute significantly to the top event probability.  Moreover, the
contributors often cluster in distinct groupings whose importances differ by orders of
magnitude.

The prioritizations obtained from FTA can provide an important basis for prioritizing
resources and costs. Significant reductions in resource expenditures can be achieved
with no impact to the system failure probability. For a given resource expenditure,
the system failure probability can be minimized by allocating resources to be
consistent with contributor importances. The importance measures obtained from a
FTA are as important as the top event probability or the ranked cut set lists obtained
from the analysis.

Use of FTA as a proactive tool to prevent the top event. FTA is often used to identify
vulnerable areas in a system. These vulnerable areas can be corrected or improved
before the top event occurs. Upgrades to the system can be objectively evaluated for
their benefits in reducing the probability of the top event. The evaluation of upgrades
is an important use of the FTA. Advocates of different corrective measures and
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upgrades will often claim that what they are proposing provides the most benefit and
they may be correct from their local perspective. However, FTA is a unique tool that
provides a global perspective through a systematic and objective measure of the
impact of a benefit on the top event. The probability of the top event can be used to
determine the criticality of carrying out the upgrades. The probability of the top
event can be compared to acceptability criteria or can be used in cost benefit
evaluations. Advances in cost benefit methodology allow uncertainties and risk
aversion to be incorporated as well as the probabilities. Furthermore, success paths
provided from FTA can be used to identify specific measures that will prevent the top
event. The proactive use of FTA has been shown to be one of its most beneficial
uses.

4. Use of FTA to monitor the performance of the system. The use of the FT as a
monitoring tool is a specific proactive use that has been identified because of its
special features. When monitoring performance with regard to the top event, FTA
can account for updates in the basic event data as well as for trending and time
dependent behaviors, including aging effects. Using systematic updating techniques,
the fault tree can be re-evaluated with new information that can include information
on defects and near failures. Actions can then be identified to maintain or replace
necessary equipment to control the failure probability and risk. This use of FTA as a
monitoring tool is common in the nuclear industry.

5. Use of FTA to minimize and optimize resources. This particular use of FTA is
sometimes overlooked but it is one of the most important uses. Through its various
importance measures, a FTA identifies not only what is important but also what is
unimportant. For those contributors that are unimportant and have negligible impact
on the top event, resources can be relaxed with negligible impact on the top event
probability. In fact, using formal allocation approaches, resources can be re-allocated
to result in the same system failure probability while reducing overall resource
expenditures by significant amounts. In various applications, FTA has been used to
reduce resource burdens by as much as 40% without impacting the occurrence
probability of the top event. Software has been developed to help carry out these
resource re-allocations for large systems.

6. Use of FTA to assist in designing a system. When designing a system, FTA can be
used to evaluate design alternatives and to establish performance-based design
requirements. In using FTA to establish design requirements, performance
requirements are defined and the FTA is used to determine the design alternatives that
satisfy the performance requirements. Even though system specific data are not
available, generic or heritage data can be used to bracket performance. This use of
FTA is often overlooked, but is important enough to be discussed further in a
subsequent section.

7. Use of FTA as a diagnostic tool to identify and correct causes of the top event. This
use of FTA as a diagnostic tool is different from the proactive and preventative uses
described above. FTA can be used as a diagnostic tool when the top event or an
intermediate event in the fault tree has occurred. When not obvious, the likely cause
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or causes of the top event can be determined more efficiently using the FTA power to
prioritize contributors. The chain of events leading to the top event is identified in the
fault tree, providing valuable information on what may have failed and the areas in
which improved mitigation could be incorporated. When alternative corrective
measures are identified, FTA can be used to objectively evaluate their impacts on the
top event re-occurrence. FTA can also be an important aid to contingency analysis by
identifying the most effective actions to be taken to reduce the impact of a fault or
failure. In this case, components are set to a failed condition in the fault tree and
actions are identified to minimize the impact of the failures. This contingency
analysis application is often used to identify how to reconfigure a system to minimize
the impact of the component failures. Allowed downtimes and repair times can also
be determined to control the risk incurred from a component failure.

As can be seen from the above, FTA has a wide variety of uses and roles it can play in
decision-making. FTA can be used throughout the life cycle of the system from design through
system implementation and improvement. As the system proceeds to the end of life, its
performance can be monitored to identify trends before failure occurs. When consciously used
to assist decision-making, the payoffs from FTA generally far outweigh the resources expended
performing the analysis.

1.6 Role of Fault Trees in a PRA

A Probabilistic Risk Assessment, or PRA, models sequences of events that need to occur in order
for undesired end states to occur. A sequence of events (event sequence) is usually called an
accident sequence. An example of an accident sequence is a fire that leads to catastrophic
consequences because mitigation systems fail to operate. A model of a simple event sequence in
a PRA is shown below.

System System B

Initiating
A fails I succeeds

event

Notice that in the above event sequence model, success of a system as well as failure of another
system appears. Which particular systems fail and which succeed determine the type of end state
and its associated consequences. To quantify the accident sequence, a probability for each event
in the event sequence, other than the end state, needs to be determined. The probability of each
event is conditional on the previous events in the sequence (e.g., the probability of system A
failing is the probability of A failing given the initiating event occurs, the probability of system
B succeeding is the probability of B succeeding given A fails and the initiating event occurs). If
an event is independent of others in the sequence and failure data exist, the probability can be
directly estimated from the data. For more complex events in the sequence, that do not have
directly applicable data or that may have dependencies on other events in the sequence, such as
for a system failure, a fault tree is usually constructed. The fault tree is developed to a level that
encompasses the dependencies between systems or to a level where failure data exist for the
basic events, whichever is lower (more detailed). The fault tree is then evaluated to determine
the probability of the system failure.
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Each event sequence is a logical intersection (an AND gate) of the initiating event and the
subsequent events other than the end state. Available PRA software automatically carries out the
operations involving this intersection using all the fault trees that are input to an event sequence.
Depending upon the level of resolution, a complex PRA such as for the Space Shuttle can have
tens of thousands of accident sequences involving hundreds of different fault trees. In a large
analysis, the fault trees (AND gates) of each sequence are combined into a single OR gate to
generate accident sequence cut sets for the entire PRA in a single analysis run. When several
different end states are defined the fault trees for each individual end state are combined. Fault
trees are generally the work horses of a PRA, providing causes and probabilities for all the
system failures involved, as well as a framework for quantification of the sequences.

1.7 Software for Fault Tree Analysis

A number of software applications exist for FTA and new applications are continually being
developed. Some applications provide the capability to draw and quantify FT models, while
others provide an integrated set of PRA tools that include the capability to draw and solve FTs.
It is not the purpose of this document to serve as reference for FT-related software; it is not
possible to describe all FT software that is currently available and it is clearly not possible to
describe software that may be available in the future. Therefore, this Handbook does not include
FT software references (the one exception is the Galileo/ASSAP software [2] developed by
NASA to solve the DFTs described in Chapter 8).

1.8 References

1. W. Vesely et al., Fault Tree Handbook, NUREG-0492, Nuclear Regulatory Commission,
1981.

2. K. Sullivan, J. Dugan and D. Coppit, “The Galileo Fault Tree Analysis Tool,”

Proceedings of IEEE International Symposium of Fault Tolerant Computing, FTC-29,
June 1999, pp 232-235.
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2. System Logical Modeling Approaches
2.1 Success vs. Failure Approaches

The operation of a system can be considered from two standpoints: the various ways for system
success can be enumerated or the various ways for system failure can be enumerated. Such an
enumeration would include completely successful system operation and total system failure, as
well as intermediate conditions such as minimum acceptable success. Figure 2-1 depicts the
Failure/Success space concept.

MINIMUM MINIMUM MAXIMUM
ACCEPTABLE ANTICIPATED ANTICIPATED TOTAL
SUCCESS SUCCESS SUCCESS SUCCESS
COMPLETE
FAILURE MAXIMUM MAXIMUM MINIMUM
TOLERABLE ANTICIPATED ANTICIPATED
FAILURE FAILURE FAILURE

Figure 2-1. The Failure Space-Success Space Concept

It is interesting to note that certain identifiable points in success space coincide with certain
analogous points in failure space. Thus, for instance, “maximum anticipated success” in success
space can be thought of as coinciding with the “minimum anticipated failure” in failure space.
Although the first inclination might be to select the optimistic view of our system (success)
rather than the pessimistic one (failure) when considering system operation, this is not
necessarily the most advantageous perspective to take.

From an analytical standpoint, there are several overriding advantages that accrue from the
failure space perspective. First of all, it is generally easier to attain concurrence on what
constitutes failure than it is to agree on what constitutes success. An aircraft might be desired to
fly high and fast, travel far without refueling and carry a big load. When the final version of this
aircraft rolls off the production line, some of these features may have been compromised in the
course of making design trade-offs. Whether the vehicle is a "success" or not may very well be a
matter of controversy. On the other hand, if the aircraft crashes, there will be little argument that
this event constitutes system failure.

“Success” tends to be associated with the efficiency of a system, the amount of output, the
degree of usefulness, and production and marketing features. These characteristics are
describable by continuous variables that are not easily modeled in terms of simple discrete
events, such as “valve does not open,” which characterize the failure space (partial failures, i.e., a
valve opens partially, are also difficult events to model because of their continuous possibilities).
Thus, the event “failure,” or in particular, “complete failure,” is generally easy to define, whereas
the event “success” may be much more difficult to tie down. This fact makes the use of failure
space in analysis much more valuable than the use of success space.
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Another point in favor of the use of failure space is that, although theoretically the number of
ways in which a system can fail and the number of ways in which a system can succeed are both
infinite, from a practical standpoint there are generally more ways to success than there are to
failure. Thus, purely from a practical point of view, the size of the population in failure space is
less than the size of the population in success space. In analysis, therefore, it is generally more
efficient to make calculations on the basis of failure space.

A final point in favor of the use of failure space is the nature of the mathematics involved in the
quantification of failure models. Most failure probabilities are small (less than 0.1), which
allows the use of accurate approximations when combining failure probabilities. Since success
probabilities are usually close to 1.0, these approximations cannot be used, necessitating the use
of complex calculations when combining success probabilities. The solution of success models
is therefore much more different than the solution of failure models.

The advantageous use of the failure space when analyzing system operation has been
demonstrated on numerous occasions in the past. The drawing of logic diagrams for a complex
system is an expensive and time-consuming operation. When failures are considered, it may be
necessary to construct only one or two system models, such as fault trees, that cover all the
significant failure modes. When successes are considered, it may become necessary to construct
several hundred system models covering various definitions of success. A good example of the
parsimony of events characteristic of failure space was the Minuteman missile analysis. Only
three fault trees were drawn corresponding to the three undesired events: inadvertent
programmed launch, accidental motor ignition, and fault launch. It was found that careful
analysis of just these three events provided a complete overview of the complex Minuteman
system.

Consider the “mission” in Figure 2-2 referring to the transport of person X by automobile from
home to the office. The desired arrival time is 8:30, but the mission will be considered
marginally successful if X arrives at the office by 9:00. Arrival at 8:30 is labeled “minimum
anticipated failure.” Below “minimum anticipated failure” lie a number of possible incidents
that constitute minor annoyances, but which do not prevent X from arriving at the desired time.
Arrival at 9:00 is labeled “maximum anticipated failure.” Between this point and “minimum
anticipated failure” lie a number of occurrences that cause X’s arrival time to be delayed half an
hour or less. It is perhaps reasonable to let the point “maximum tolerable failure” coincide with
some accident that causes some damage to the car and considerable delay but no personal injury.
Above this point lie incidents of increasing seriousness terminating in complete failure or death.
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> ( ) < ACCIDENT
COMPLETE FAILURE (DEATH OR CRIPPLING INJURY)

ACCIDENT

—_—
MAXIMUM TOLERABLE FAILURE (CAR DAMAGED: NO PERSONAL INJURY)

lqq———— MINOR ACCIDENT

lq——— FLAT TIRE

WINDSHIELD WIPERS INOPERATIVE
(HEAVY RAIN)

lq——— TRAFFIC JAM

MAXIMUM ANTICIPATED FAILURE——p»la¢——————— ARRIVES AT 9:00

WINDSHIELD WIPERS INOPERATIVE

-—————————————
(LIGHT RAIN)

[<—— TRAFFIC CONGESTION
MINIMUM ANTICIPATED FAILURE —»¢— ARRIVES AT 8:45

<— LOST HUBCAP

WINDSHIELD WIPERS INOPERATIVE
(CLEAR WEATHER)

ARRIVES AT 8:30
TOTAL SUCCESS 4’@‘7 (NO DIFFICULTIES WHATSOEVER

Figure 2-2. Use of Failure Space in Transport Example

——MM—

Note that an event such as “windshield wipers inoperative” will be positioned along the line
according to the nature of the environment at that time.

A chart such as Figure 2-2 might also be used to pinpoint events in, for example, the production
of a commercial airliner. The point “minimum anticipated failure” would correspond to the
attainment of all specifications and points below that would indicate that some of the
specifications have been more than met. The point “maximum anticipated failure” would
correspond to some trade-off point at which all specifications had not been met but the
discrepancies were not serious enough to degrade the saleability of the aircraft in a material way.
The point “maximum tolerable failure” corresponds to the survival point of the company
building the aircraft. Above that point, only intolerable catastrophes occur. Generally speaking,
but not in all cases, FTA addresses itself to the identification and assessment of just such
catastrophic occurrences and complete failures.

2.2 Deductive Methods and FTA

Deduction constitutes reasoning from the general to the specific. In a deductive system analysis,
it is postulated that the system itself has failed in a certain way, and an attempt is made to find
out what modes of system or subsystem (component) behavior contribute to this failure. In
common parlance this approach might be referred to as a “Sherlock Holmes” approach. Holmes,
faced with given evidence, has the task of reconstructing the events leading up to the crime.
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Indeed, all successful detectives and other types of investigators are experts in deductive
analysis.

Typical of deductive analyses in real life are accident investigations: what chain of events caused
the sinking of an “unsinkable” ship such as the Titanic on its maiden voyage? What failure
processes, instrumental and/or human, contributed loss of the vertical stabilizer and to the crash
of a commercial airliner into a residential area?

The principal subject of this book, Fault Tree Analysis, is an example of deductive systems
analysis. In this technique, some specific system state, which is generally a failure state, is
postulated, and chains of more basic faults contributing to this undesired event are built up in a
systematic and logical way. The broad principles of FTA, as well as details relating to the
applications and evaluation of FTs, are given in later chapters.

While deductive methods are applied to determine how a given system state (usually a failed
state) can occur, inductive methods can be applied to determine what system states (usually
failed states) are possible. Induction methods play an important role in risk and reliability
analysis, particularly in the development of accident scenarios and in ensuring completeness.
Inductive methods are described in the next section and in Chapter 9 and compared to FTA in
Section 2.4.

2.3 Inductive Methods

Induction involves reasoning from individual cases to a general conclusion. If, in the
consideration of a certain system, a particular fault or initiating condition is postulated and an
attempt to ascertain the effect of that fault or condition on system operation is made, an inductive
system analysis is being conducted. Thus, an inquiry might be made into how the loss of some
specified control surface affects the flight of an aircraft or into how the elimination of some item
in the budget affects the overall operation of a school district.

In everyday language the inductive techniques provide answers to the generic question, “What
happens if...?”” More formally, the process consists of assuming particular states for components,
generally failed states, and then analyzing the effects on the system. More generally, a given
initiating event is assumed, such as a pipe rupture, and the consequences of the event are
analyzed. This more general approach is used in event trees and event sequence diagrams, which
are discussed in Chapter 9.

Inductive approaches are also termed bottom-up approaches that start at the bottom, i.e., at the
failure initiators and basic event initiators, and then proceed upwards to determine the resulting
system effects of a given initiator. Inductive approaches thus start at a possible basic cause and
then analyze the resulting effects. A set of possible causes are analyzed for their effects.
Principal examples of inductive approaches are described below.

The “Parts Count” Approach

Probably the simplest and most conservative (i.e., pessimistic) assumption that can be made
about a system is that any single component failure will produce complete system failure. Under
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this assumption, obtaining an upper bound on the probability of system failure is especially
straightforward. All the components are listed along with their estimated probabilities of failure.
The individual component probabilities are then added and this sum provides an upper bound on
the probability of system failure. The failure probabilities can be failure rates, unreliabilities, or
unavailabilities depending on the particular application (these more specific terms will be
covered later).

For a particular system, the Parts Count technique can provide a very pessimistic estimate of the
system failure probability and the degree of pessimism is generally not quantifiable. The “Parts
Count” technique is conservative because if critical components exist, they often appear
redundantly, so that no single failure is actually catastrophic for the system. Furthermore, a
component can often depart from its normal operating mode in several different ways and these
failure modes will not, in general, all have an equally deleterious effect on system operation. If
the relevant failure modes for the system operation are not known then it is necessary to sum the
failure probabilities for all the possible failure modes. The parts count method is not discussed
further but has been introduced as the simplest inductive approach where every component
failure is assumed to cause system failure.

Failure Mode and Effect Analysis (FMEA)

Table 2-1 shows an FMEA constructed of a redundant system of amplifiers. In constructing the
table, it is recognized that amplifiers can fail in several ways and the first task is the
identification of these various failure modes. The two principal ones are "open" and "short," but
suppose that the analysis has also detected 28 other modes (e.g., weak signal, intermittent
ground, etc.). A short of any amplifier is one of the more critical failure modes inasmuch as it
will always cause a failure of the system. The FMEA table contains the following information:

(1) Component designation

(2) Failure probability (failure rates or unavailabilities are some of the specific
characteristics used)

3) Component failure modes

(4) Percent of total failures attributable to each mode

(5) Effects on overall system, classified into various categories (the two simplest
categories are “critical” and “non-critical”).

Based on prior experience with this type of amplifier, it is estimated that 90% of amplifier
failures can be attributed to the “open” mode, 5% of them to the “short” mode, and the balance
of 5% to the “other” modes. It is known that whenever either amplifier fails shorted, the system
fails so X's are placed in the "Critical" column for these modes; “Critical” thus means that the
single failure causes system failure. On the other hand, when either amplifier fails open, there is
no effect on the system from the single failure because of the parallel configuration. What is the
criticality of the other 28 failure modes? This example is conservative in that all the other failure
modes are considered to be critical, i.e., the occurrence of any one causes system failure. The
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numbers shown in the Critical column are obtained from multiplying the appropriate percentage
in Column 4 by 1x10” from Column 2.*

Table 2-1. Redundant Amplifier Analysis

5
1 2 3 4 Effects
Failure Failure % Failures Critical Non-Critical
Component | Probability Mode by Mode
A 1x107 Open 90 X
Short 5 X
(5x107)
Other 5 X
(5x107)
B 1x107 Open 90 X
Short 5 X
(5x107)
Other 5 X
(5x107)

Based on the table, the probability of system failure from single causes can be more realistically
calculated, considering now only those failure modes that are critical. Adding up the critical
column, Column 35, the probability of system failure = 5 x 10> + 5 x 10° + 5 x 10 + 5 x 107 =
2 x 10™ is obtained. This is a less conservative result compared to 2 x 10~ obtained from the
parts count method where the critical failure modes were not separated. The difference between
the two system results can be large, i.e., an order of magnitude or more, as in this example, if the
critical failure modes are a small percentage of the total failure mode (e.g., 10% or less).

FMEA (and its variants) can identify, with reasonable certainty, those component failures having
“non-critical” effects, but the number of possible component failure modes that can realistically
be considered is limited. Conservatism dictates that unspecified failure modes and questionable
effects be deemed “critical” (as in the previous example). The objectives of the analysis are to
identify single failure modes and to quantify these modes; the analysis needs be no more
elaborate than is necessary for these objectives.

Failure Mode Effect and Criticality Analysis (FMECA)

Failure Mode Effect and Criticality Analysis (FMECA), is essentially similar to a Failure Mode
and Effects Analysis in which the criticality of the failure is analyzed in greater detail, and
assurances and controls are described for limiting the likelihood of such failures. Although
FMECA is not an optimal method for detecting hazards, it is frequently used in the course of a

* The notation 1x107 is scientific notation and describes 0.001, where the decimal is moved over three places to the
left of 1.
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system safety analysis. The four fundamental facets of such an approach are (1) Fault
Identification, (2) Potential Effects of the Fault, (3) Existing or Projected Compensation and/or
Control, and (4) Summary of Findings. These four facets generally appear as column headings
in an FMECA layout. Column 1 identifies the possible hazardous condition. Column 2 explains
why this condition is a problem. Column 3 describes what has been done to compensate for or to
control the condition. Finally, Column 4 states whether the situation is under control or whether
further steps should be taken.

At this point the reader should be warned of a most hazardous pitfall that is present to a greater
or lesser extent in all these inductive techniques: the potential of mistaking form for substance.
If the project becomes simply a matter of filling out forms instead of conducting a proper
analysis, the exercise will be completely futile. For this reason it might be better for the analysis
not to be restricted to any prepared formalism. Another point: if the system is at all complex, it
is foolhardy to imagine that a single analyst can conduct a correct and comprehensive survey of
all system faults and their effects on the system. These techniques call for a well-coordinated
team approach. Moreover, FMEAS and FMECAs analyze single component faults and their
system effects and do not consider combinations of component faults.

Preliminary Hazard Analysis (PHA)

The techniques described so far have been, for the most part, system oriented, i.e., the effects are
faults on the system operation. The subject of this section, Preliminary Hazard Analysis (PHA),
is a method for assessing the potential hazards posed, to plant personnel and other humans, by
the system.

The objectives of a PHA are to identify potential hazardous conditions inherent within the
system and to determine the significance or criticality of potential accidents that might arise. A
PHA study should be conducted as early in the product development stage as possible. This will
permit the early development of design and procedural safety requirements for controlling these
hazardous conditions, thus eliminating costly design changes later on.

The first step in a PHA is to identify potentially hazardous elements or components within the
system. This process is facilitated by engineering experience, the exercise of engineering
judgment, and the use of numerous checklists that have been developed from time to time. The
second step in a PHA is the identification of those events that could possibly transform specific
hazardous conditions into potential accidents. Then the seriousness of these potential accidents
is assessed to determine whether preventive measures should be taken.

Various columnar formats have been developed to facilitate the PHA process. Perhaps the
simplest is:

Column (1) Component/subsystem and hazard modes
Column (2) Possible effects

Column (3) Compensation and control

Column (4) Findings and remarks
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Fault Hazard Analysis (FHA)

Another method, Fault Hazard Analysis (FHA), was developed as a special purpose tool for use
on projects involving many organizations, one of which is supposed to act as integrator. This
technique is especially valuable for detecting faults that cross organizational interfaces. Even
though FHA is generally not used now per se, FHA concepts and approaches are used in certain
extended FMEAs and FMECAs. The FHA approach considers the following basic causes and
effects, which can be arranged in columns and which characterize this form of inductive
approach.

Column (1) Component identification

Column (2) Failure probability

Column (3) Failure modes (identify all possible modes)

Column (4) Percent failures by mode

Column (5) Effect of failure (traced up to some relevant interface)

Column (6) Identification of upstream component that could command or initiate the fault in
question

Column (7) Factors that could cause secondary failures (including threshold levels). This
column should contain a listing of those operational or environmental variables to
which the component is sensitive.

Column (8) Remarks

What is different for FHA is the consideration of the extra information given in Columns 6 and
7. Column 6 identifies possible command or interface failures. Column 7 identifies secondary
failures that are failures outside the design envelope. As will become apparent in later chapters,
Columns 6 and 7 have special significance for the fault tree analyst.

Double Failure Matrix (DFM)

The previous techniques concerned themselves with the effects of single failures. An inductive
technique that also considers the effects of double failures is the Double Failure Matrix (DFM);
its use is feasible systems with small numbers of redundant components. The DFM approach is
useful to discuss since it provides an extension of inductive approaches from single failure
causes to multiple failure causes. This is a significant enhancement to FMEA and FMECA
approaches. To more effectively apply the DFM approach faults, including multiple faults, are
first categorized according to the severity of the system effect. A basic categorization that
originated in MIL STD 882 and that is still used is shown in Table 2-2.
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Table 2-2. Fault Severity Categories and Corresponding System Effects
Fault Category Effect on System
I Negligible
II Marginal
I Critical
v Catastrophic

More complete definitions of the system effects are:

(I)  Negligible—loss of function that has no effect on system.

(I) Marginal-this fault will degrade the system to some extent but will not cause the
system to be unavailable; for example, the loss of one of two redundant pumps,

either of which can perform a required function.

(ITT) Ceritical-this fault will completely degrade system performance; for example, the

loss of a component which renders a safety system unavailable.

(IV) Catastrophic-this fault will produce severe consequences which can involve injuries

or fatalities; for example, catastrophic pressure vessel failure.

The categorization will depend on the conditions assumed to exist previously, and the
categorizations can change as the assumed conditions change.

assumed failed, then the failure of a second redundant pump is a critical failure.

The above fault categorizations can be refined in many ways. For example, six fault categories
are shown in Table 2-3. These fault categories were originally used in the NERVA project but

have been used in more recent times with slight modifications

Table 2-3. Extended Fault Severity Categories

Version 1.1

For example, if one pump is

Fault Category Effect on system
I Negligible

A A second fault event causes a transition into Category I11
(Critical)

IIB A second fault event causes a transition into Category IV
(Catastrophic)

IIC A system safety problem whose effect depends upon the situation (e.g.,
the failure of all backup onsite power sources, which is no problem as
long as primary, offsite power service remains on)

I A critical failure and mission must be aborted

IV A catastrophic failure
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To illustrate the application of DFM, consider the simple subsystem shown in Figure 2-3. In this
figure, the block valves can operate only as either fully open or fully closed, whereas the control
valves are proportional valves which may be partially open or partially closed.

BLOCK VALVE A CONTROL VALVE A
BVA CVA
FUEL SUPPLY MOTOR
CvB
BVB @
BLOCK VALVE B CONTROL VALVE B

Figure 2-3. Fuel System Schematic

Let two fault states for this system be defined and categorized as follows:

Fault State Category
No flow when needed v
Flow cannot be shut off 11

All possible component failures and their fault categories are now considered. For instance,
Block Valve A (BVA) failed open is identified as Category IIA because, if Control Valve A
(CVA) is also failed open, Category III results. BVA failed closed is identified as Category 1B
because, if either BVB or CVB is also failed closed, Category IV results. This type of analysis is
conveniently systematized in the Double Failure Matrix shown in Table 2-4.

For illustrative purposes the entire matrix has been filled in; for a first-order analysis the concern
would be only with the main diagonal terms, to wit, the single failure states. Note that if BVA is
failed open, there is only one way in which a second failure can cascade into Category III;
namely, CVA must be failed open too. In contrast, if BVA is failed closed, Category IV can
result if either BVB or CVB is also failed closed, which is why "Two Ways" is given in Table 2-
4. Similar considerations apply to the single failures of CVA, BVB and CVB and this important
additional information has been displayed in the principal diagonal cells of the matrix.

Now concentrating only on single failures, a hazard category count is conducted as the following
table shows:

Number of Ways
Hazard Category of Occurring
ITA 4
1B 8
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Table 2-4. Fuel System Double Failure Matrix

BVA CVA BVB CVB
Open | Closed Open Closed Open Closed Open | Closed
(One
Open | Way) il 1B A HI’?B“ A A
BVA L
(Two 1A or 1A or
Closed Ways) 1B 1B v v
1IB 1IB
1B
(One
Open il 1B Way) A MAor |y, | Ao
A 1IB 1B
CVA
(Two 1A or
Closed 1B 1B Ways) A v v
1IB
1B
(One
Open na | Ao A HAor 1wy I 1B
1B 1B A
BVB
IIA or IIA or (Two
Closed v v Ways) | 1B 1B
1B IIB
1IB
(One
Open na | MAor A 1A or 1 1B Way)
1B 1B
A
CVB
IIA or TIA or (Two
Closed v v 1B 1B Ways)
1B 1B A

How can this information be used? One application would be a description and subsequent
review of how these hazard categories are controlled or are insured against. Another application
would be a comparison between the configuration of valves shown in Figure 2-2 and an
alternative design. The DFM is a useful inductive approach for redundancies but is limited in its
capability in being able to handle small combinations, especially double failures, and only a
limited number of combinations can be assessed. Software allows more combinations and
multiple failures beyond two to be assessed. However constraints still must be placed on the
combinations considered.

Reliability Block Diagram (RBD)

A reliability block diagram is an inductive model wherein a system is divided into blocks that
represent distinct elements such as components or subsystems. These elemental blocks are then
combined according to system-success pathways. RBDs are generally used to represent active
elements in a system, in a manner that allows an exhaustive search for and identification of all
pathways for success. Dependencies among elements can be explicitly addressed.

Initially developed top-level RBDs can be successively decomposed until the desired level of
detail is obtained. Alternately, series components representing system trains in detailed RBDs
can be logically combined, either directly or through the use of FTs, into a supercomponent that
is then linked to other supercomponents to form a summary model of a system. Such a
representation can sometimes result in a more transparent analysis.
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An example RBD for the fuel system depicted in Figure 2-3 is shown in Figure 2-4. Separate
blocks representing each system element (fuel supply, block valves, control valves and motor)
are structurally combined to represent both potential flow paths through the system. The model
is solved by enumerating the different success paths through the system and then using the rules
of Boolean algebra to continue the blocks into an overall representation of system success.

BLOCK CONTROL
VALVE A VALVE A
FUEL
SUPPLY MOTOR
BLOCK CONTROL
VALVE B VALVE B

Figure 2-4. Reliability Block Diagram of a Fuel System.

Software exists to convert RBDs into FTAs and vice versa. While these conversions result in
logically equivalent models, the logical representation in the conversion may not be as clear as in
the original model.

24 Comparison of FTA with Inductive Methods

The basic difference between FTA and inductive methods is the direction of the analysis. A
FTA starts with the undesired event and traces backward to the necessary and sufficient causes.
The fault tree ends with the initiating basic events and failures that are identified as the primary
causes. An inductive approach starts with an initiating cause and traces forward the resulting
consequences. This forward stepping is repeated for different selected initiating causes. The end
consequences can vary depending on the initiating cause. FTA is thus the appropriate analysis to
carry out if a given undesired event is defined and the goal is to determine its basic causes.

Inductive analysis is the appropriate analysis to carry out if a given set of initiating causes are
identified and the goal is to determine the resulting consequences. A PRA uses both inductive
and deductive approaches. Initiating events are typically identified using a deductive approach
called a Master Logic Diagram (MLD). This concept is described in Reference 1. For initiating
events that can progress to multiple failure states that must be separately tracked (i.e., Space
Shuttle LOV), PRA uses an inductive tool such as event trees not only to determine the resulting
consequences, but also to enumerate all possible accident scenarios. A system analysis generally
evaluates the causes of a defined undesirable system event, such as system failure. Hence, FTA
is the appropriate analysis tool for a system analysis.”

* It is also important to note that, in general, performing an FTA alone should not be mistakenly perceived as an
alternative to or substitute for a complete PRA. In particular, a complete and scenario-based PRA requires more
than just a straight forward FTA.
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In general, both deductive and inductive approaches must be employed to get a complete set of
accident sequences. The deductive approach has the benefit of focusing the analysis on the
undesired event while the inductive approach is useful in assuring that the analysis is broad
enough to encompass all possible scenarios.

There are of course overlaps between FTA and inductive analysis. As discussed, fault trees are
used in a PRA to analyze specific system failures in the event sequences. Multiple fault trees can
be, and often are, constructed for different undesired events to evaluate a spectrum of
consequences. In these applications, the basic difference between FTA and inductive analysis
remains in the direction of the analysis, the FTA as a backward analysis and the inductive
analysis as a forward analysis.

2.5 References

1. Probabilistic Risk Assessment Procedures Guide for NASA Managers and Practitioners,
NASA, Version 1.1, August 2002.
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3. Fault Tree Analysis
3.1 Steps in Carrying Out a Fault Tree Analysis
A successful FTA requires the following steps be carried out:

Identify the objective for the FTA.
Define the top event of the FT.
Define the scope of the FTA.
Define the resolution of the FTA.
Define ground rules for the FTA.
Construct the FT.

Evaluate the FT.

Interpret and present the results.

e A ol e

The first five steps involve the problem formulation for an FTA. The remaining steps involve the
actual construction of the FT, the evaluation of the FT, and the interpretation of the FT results.
While most of the steps are performed sequentially, steps 3-5 can proceed concurrently. It is not
uncommon for steps 4 and 5 to be modified during steps 6 and 7. The interrelationship of the
eight steps are shown in Figure 3-1. The feedback is indicated in the figure.

Ground Rules

T L 77777 1
| |
! Define FTA !
I > =
I Scope }
1 :
} \
‘ | Tnterpret/
Identify FTA Define FT | || | Define FTA | |I | Construct Evaluate N
Objective Top Event } Resolution | FT FT
I | Results
| |
| |
|
} \
'|,| Define FTA | ||
| |
| |
| |
|

Figure 3-1. Fault Tree Analysis Steps.

The first step for a successful FTA is to define the objective of the FTA. This may seem obvious;
however, there have been many cases where a FTA is performed, but the analysis does not
satisfy the objective of the decision maker or manager who commissioned it. To be successful
the objective should be phrased in terms of a failure of the system to be analyzed. For example if
the general objective is to evaluate different designs for a mission then the particular failure that
characterizes mission failure and that will be analyzed to evaluate the designs needs to be
identified.

Once the objective is defined in this way then the top event of the FT is also defined (Step 2).

The top event of the FT is the event for which the failure causes will be resolved and the failure
probability determined. The top event defines the failure mode of the system that will be
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analyzed. An example would be the benign shutdown of an engine. Sometimes the objective
may entail defining and analyzing more than one failure. In this case separate top events are then
defined. In particular, for a given mission there may be several objectives and the resulting fault
tree might be very different depending on the particular objective chosen for the analysis. For
example, for a manned launcher the objective might be loss of vehicle (LOV), loss of crew
(LOC) or loss of mission (LOM). For an unmanned Mars sample return mission the objective
might be sample containment assurance (CA) or mission success (MS). In each case the
resulting fault trees would likely be different even for the same mission. If the mission has
different phases, then a separate top event for each phase may need to be defined. Phased
mission analysis will be discussed in a subsequent section.

In Step 3, the scope of the analysis is defined. The scope of the FTA indicates which of the
failures and contributors will be included and which will not be included. The scope of the FTA
also includes the particular design version and historical time period relevant to the system that
will be analyzed. Finally, the scope includes the boundary conditions for the analysis. The
boundary conditions include the initial states of the components and the assumed inputs to the
system. The FT represents a snapshot of the system at a given time for a given configuration and
boundary. For example, assume the failure of a flight control system is being analyzed. In
defining the scope, the version of the system to be analyzed is identified, the modes of operation
defined, the component failures to be considered are indicated, and the interfaces to system (e.g.,
support systems, actuation signals) that will be modeled for their failures or that will be assumed
to not fail are identified.

In Step 4 of the process, the resolution of the FTA is defined. The resolution is the level of detail
to which the failure causes for the top event will be developed. If the top event is a functional
failure of the system, such as failure to operate or inadvertent shutdown, then the top event is
generally resolved to the major components in the systems. Examples of major components are
valves, pumps, and control modules. If the top event is a phenomenological failure such as a
catastrophic explosion of an engine then the resolution is the level of detail to which the causes
of the explosion will be modeled. The development of a quantitative model is based on the need
to get the best possible estimate for the top event probability, considering the data and other
information that are available. Fault trees are developed to a level of detail where the best failure
probability data are available. Further resolution of the system is necessary when decisions
about subcomponents or support systems are being made, or when an event cannot be shown to
be independent of others in the analysis (e.g., a system that has actuation signals or power in
common with other systems). The FT can, and often is, developed to a level of detail that is
below the level where data is available to estimate the basic event probabilities or to where the
risk discrimination no longer matters. This is often unnecessary. The FTs that will be illustrated
in later sections demonstrate resolution levels for different types of systems and top events.

In Step 5 any ground rules for the FTA are defined. These ground rules include the procedure
and nomenclature by which events and gates are named in the FT. The naming scheme used is
very important in creating an understandable FT. Examples of naming schemes are given for the
FTs that will be illustrated. Ground rules can also be given for the manner in which specific
failures are modeled in the FT. These modeling ground rules are useful in providing consistency
among different FTs especially when different individuals are developing them. The modeling
ground rules can include the manner in which specific component failures, human errors and
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common cause failures are to be modeled. In later sections some of the modeling ground rules
that can be used will be described. The FTs that will be presented will also illustrate some
modeling ground rules that have been applied.

Step 6 involves the actual construction of the FT. The subsequent sections describe in detail the
thinking and logic that is involved in constructing the fault tree from the system schematics and
descriptions. The symbols that are used in the fault tree to represent the relationships between
events are also described.

Step 7 involves the evaluation of the FT. The evaluation includes both a qualitative and
quantitative evaluation. The qualitative evaluation provides information on the minimal cut sets
for the top event. Success sets may also be identified that guarantee prevention of the top event.
The nature of the basic events and the number of basic events in the combined sets give
important information about the top event occurrence. Cut sets are usually sorted by cut set
order (the number of events in a cut set) to provide information on the combinations of basic
events that can result in the top event. The quantitative evaluation produces not only the
probability of the top event but also the dominant cut sets that contribute to the top event
probability, as well as quantitative importance of each basic event contributing to the top event.
Cut sets in this case are sorted by probability, and low probability cut sets are truncated from the
analysis. (Sometimes the top event probability is calculated without solving for cut sets when
calculational efficiency is required.) Different quantitative importances are determined for
different applications. Sensitivity studies and uncertainty evaluations provide further key
information.

Finally, Step 8 involves the interpretation and presentation of the results. Emphasis is placed
upon the interpretation and not simply on the presentation. Many a FTA has failed to have
significant impact because the results were simply documented in a report. The results must be
interpreted to provide tangible implications, especially concerning the potential impact upon the
objective. If a decision maker or manager is given only a set of numerical values and a handful
of jargon then the analysis may have little impact and will likely dissuade managers from
attempting a future FTA!

3.2  Basic Paradigm in Constructing a Fault Tree

The basic paradigm in constructing a fault tree is “think small”, or more accurately “think
myopically.” For each event that is analyzed, the necessary and sufficient immediate events (i.e.,
the most closely related events) that result in the event are identified. The key phrase is “the
necessary and sufficient immediate events.” The analysis doesn’t jump to the basic causes of the
event. Instead, a small step is taken and the immediate events that result in the event are
identified. This taking of small steps backwards assures that all of the relationships and primary
causes will be uncovered. This smallest stepping also provides the analyst with the insight into
the relationships that are necessary and sufficient for the occurrence of the top event of the fault
tree. This backward stepping ends with the basic causes identified that constitute the resolution
of the analysis.

Subsequent sections of this handbook will describe the backward, immediate stepping involved
in constructing a fault tree. However, a simple example will illustrate the paradigm. Consider
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the situation where no water flows from a faucet. The immediate causes of this are not that the
water company has turned off the water or that water line outside the home has ruptured
(although these may eventually be the primary causes), the immediate causes are either that the
faucet is failed (i.e., plugged) or that no water is being supplied to the faucet. If the faucet is
checked and found to be operable then the water line to the faucet is checked to see if it is
plugged or ruptured. If it is not then the next obstacle in the line, such as an upstream valve, is
checked. If no water is flowing from the valve then the immediate causes are that the valve is
failed or no water is being supplied to the valve. This backward immediate stepping is carried
out until the primary cause or causes are identified. This thought process illustrates the paradigm
of a fault tree analysis.

33 Boundaries of the Analysis

As with any modeling technique the boundaries of a FTA must be defined. This should be
initially completed before the fault tree is constructed and must be documented. As the fault tree
is being constructed, the boundaries may change and these changes must be documented. If a
system failure is analyzed as the undesired event then defining the boundary of the analysis
involves defining the boundary of the system that will be analyzed. Interfaces to the system such
as power sources or water supplies are typically included in an analysis and are therefore within
the analysis boundary. If they are excluded from the analysis then their states need to be defined
in order to define the inputs to the components that are analyzed.

More generally, defining the boundaries of the analysis involves defining what is in the analysis
and what is out of the analysis. What is in the analysis will be those contributors and events
whose relationship to the top undesired event will be analyzed. What is out of the analysis will
be those contributors that are not analyzed. There will be contributors that are at the boundary in
the sense that they affect the contributors that are analyzed. The states of these interfaces need to
be defined in terms of what is assumed in terms of inputs to the contributors being analyzed.

It is good practice to always show the interfaces and their assumed states on the fault tree. This
serves to document the boundary of the analysis. As important, is it allows the interfaces to be
developed at a later stage or allows models of the interfaces that are developed elsewhere to be
joined to the fault tree.

3.4  Definition of the Top Event

The top event of the fault tree directs all of the rest of the analysis. If the top event is incorrectly
defined (and this happens a surprising number of times) then the FTA will be incorrect, which
can result in wrong decisions being made. There have been a surprising number of cases where
the top event of the fault tree was defined incorrectly because the analyst thought it was the
correct definition but did not check with the decision maker or correlate the definition with the
objectives of the program. This is why it is extremely important to define and understand the
objectives of the analysis and the problem to be solved. It is often fruitful to define several
potential top events and then decide the appropriate one or ones based on consultation with the
decision maker and others involved.
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In defining the top event, it is important to define the event in terms of the specific criteria that
define the occurrence of the event. Generally to do this for a system failure, the system success
criteria are first defined. Then failure of the system is defined as the failure to satisfy the given
success criteria. For example if the success criteria for a given cooling system is that two of
three pumps start and operate for 12 hours then failure of the system is that two pumps fail to
start or fail to continue to operate for 12 hours. This serves as the top event definition. The
initial state of the system needs also to be defined as part of the top event or as part of the scope
of the analysis. These points can be summarized as follows:

1. To define the top event, define the criteria for the occurrence of the event. For a
system failure, first define the system success criteria.

2. Assure that the top event is consistent with the problem to be solved and the
objectives of the analysis.

3. If unsure of the top event, define alternative definitions that cover the top event and
assess the applicability of each one.

3.5 Faults vs. Failures

A distinction is made here between the rather specific word “failure” and the more general word
“fault.” As an example of the distinction, consider a relay. If the relay closes properly when a
voltage is applied across its terminals, this is a relay “success.” If, however, the relay fails to
close under these circumstances, this is a relay “failure.” Another possibility is that the relay
closes at the wrong time due to the improper functioning of some upstream component. This is
clearly not a relay failure; however, untimely relay operation may well cause the entire circuit to
enter into an unsatisfactory state. An occurrence like this is referred to here as a “fault” so that,
generally speaking, all failures are faults but not all faults are failures. Failures are basic
abnormal occurrences, whereas faults are “higher order” or more general events.

Consider next a bridge that is supposed to open occasionally to allow the passage of marine
traffic. Suddenly, without warning, one leaf of the bridge flips up a few feet because of a
command from the operator. This is not a bridge failure because it is supposed to open on
command and it does. However, the event is a fault because the bridge mechanism responded to
an untimely command issued by the bridge attendant. Thus, the attendant is part of this
“system,” and it was his untimely action that caused the bridge fault.

The proper definition of a fault requires the specification of not only what the undesirable
component state is but also when it occurs. These “what” and “when” specifications should be
part of the event descriptions which are entered into the fault tree.

A fault may be repairable or not, depending on the nature of the system. Under conditions of no
repair, a fault that occurs will continue to exist. In a repairable system a distinction must be
made between the occurrence of a fault and its continued existence. This distinction is of
importance only in fault tree quantification (to be discussed in a later chapter). From the
standpoint of constructing a fault tree only the phenomenon of occurrence is of concern.
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3.6 Failure Mechanism, Failure Mode, and Failure Effect

The definitions of system, subsystem, and component are relative, and depend upon the context
of the analysis. A “system” is the overall structure being considered, which in turn consists of
subordinate structures called “subsystems,” which in turn are made up of basic building blocks
called “components.”

For example, in a fault tree of the Space Shuttle Solid Rocket Booster (SRB) the Thrust Vector
Control (TVC) may be referred to as a system. A subsystem is then, for example, the Auxiliary
Power Unit (APU) of the TVC. A component is then the Fuel Pump of the APU. In a particular
analysis, definitions of system, subsystem, and component are generally made for convenience in
order to provide a hierarchy for and boundaries to the problem. These definitions are also used in
the naming scheme developed for the fault tree. A key aspect of FTA is that the elements of a
system are viewed in terms of their function—artificial systems boundaries are largely ignored.

In constructing a fault tree, the basic concepts of failure effects, failure modes, and failure
mechanisms are important in determining the proper interrelationships among the events. When
failure effects are addressed, the concern is why a particular failure is of interest, i.e., what are its
effects (if any) on the system? When the failure modes are detailed, exactly what aspects of
component failure are of concern? When failure mechanisms are listed, how can a particular
failure mode occur? Failure mechanisms are thus the means by which failure modes occur,
which in turn are the effects of more basic causes. Alternatively, failure mechanisms produce
failure modes, which, in turn, have certain effects on system operation.

To illustrate these concepts consider a system that controls the flow of fuel to an engine. See
Table 3-1. The subsystem of interest consists of a valve and a valve actuator. Various events
that can occur can be classified from either the system, subsystem, or component perspective.
Some of the events are given in the left-hand column of the table below. For example, “valve
unable to open” is a mechanism of subsystem failure, a mode of valve failure, and an effect of
actuator failure.

Table 3-1. Fuel Flow System Failure Analysis

Description of Event System Subsystem Valve Actuator
No flow frgm subsystem Mechanism Mode Effect
when required
Valve unable to open Mechanism Mode Effect
Binding of actuator stem Mechanism Mode
Corrosion of actuator .

Mechanism

stem

To make the mechanism-mode-effect distinction clearer, consider the simple system of a
doorbell and its associated circuitry from the perspective of the system, the subsystem, and the
component designer. The system is shown schematically in Figure 3-2.
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Figure 3-2. Doorbell and Associated Circuitry

From the viewpoint of the system designer, the system failure modes are:

(1) Doorbell fails to ring when button is pushed.
(2) Doorbell inadvertently rings when button is not pushed.
3) Doorbell fails to stop ringing when push button is released.

If the system designer now sat down and made a list of the failure mechanisms causing the
failure modes of interest, a list would be generated that corresponded to the failure modes of the
subsystem designer who actually procures the switch, bell-solenoid unit, battery, and wires.
These are:

(1) Switch -  (a) fails to make contact (including an inadvertent open)
(b) fails to break contact
(c) inadvertently closes
(2) Bell-solenoid unit-fails to ring when power is applied (includes failure to continue
ringing with power applied)
(3) Battery-low voltage condition
(4) Wire-open circuit or short circuit.

It is emphasized again that this last list constitutes failure mechanisms for the system designer
and failure modes for the subsystem designer. It is also a list of failure effects from the

standpoint of the component designer. Try to imagine what sort of list the component designer
would make. See Table 3-2.
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Table 3-2. Doorbell Failure Analysis

Failure Effect Failure Mode Mechanism
Switch fails to = Contacts broken * Mechanical shock
make contact = High contact resistance = Corrosion
Bell-solenoid unit = Clapper broken or not attached * Shock
fails to ring = Clapper stuck = Corrosion

= Solenoid link broken or stuck Open circuit in solenoid

= Insufficient magneto-motive = Short circuit in solenoid
force
Low voltage from = No electrolyte = Leak in casing
battery = Positive pole broken * Shock

The system failure modes constitute the various types of system failure. In fault tree terminology
these are the “top events” that the system analyst can consider. The analyst will select one of
these top events and investigate the immediate causes for its occurrence. These immediate
causes will be the immediate failure mechanisms for the particular system failure chosen, and
will constitute failures of certain subsystems. These latter failures will be failure modes for the
subsystem designer and will make up the second level of the fault tree. Proceeding, step by step,
in this “immediate cause” manner the component failures are arrived at. These components are
the basic causes or so-called “basic events” defined by the limit of resolution of the tree. Care
should be taken to identify cases where faults in other systems can cause failures of a
component, and that those faults are investigated.

From the component designer's point of view, all of the subsystem and system failures higher in
the tree represent failure effects; that is, they represent the results of particular component
failures. The component designer's failure modes would be the component failures themselves.
If the component designer were to construct a fault tree, any one of these component failures
could constitute a suitable top event. In other words, the component designer's "system" is the
component itself. The lower levels of the designer's fault tree would consist of the mechanisms
or causes for the component failure. These would include quality control effects, environmental
effects, etc., and in many cases would be beneath the limit of resolution of the system designer’s
fault tree, but need to be investigated none-the-less since they may be dominant source of overall
system failure. FTA is powerful because it looks beyond system boundaries and into the role of
a subsystem or component in the overall design.

3.7 Success Path Models

For the most part failures have been discussed and failures will remain the primary focus of this
document. However, instead of working in “failure space,” work can be performed equivalently
in “success space.” A brief example of the equivalence will be provided before the failure space
approach discussion is continued.
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Consider the configuration of two valves in parallel shown in Figure 3-3. This system may be
analyzed either by a consideration of single failures (assuming the probabilities of multiple
failures are deemed negligible) or by a consideration of "success paths." Consider the former
case first.

The system requirements are as follows:

(1) The operation involves two phases;
(2) At least one valve must open for each phase;
3) Both valves must be closed at the end of each phase.

The two relevant component failure modes are valve fails to open on demand and valve fails to
close on demand. For purposes of the analysis, assume the following probability values for each
of these failure modes:

P(valve does not open) = 1x10™ for either phase
P(valve does not close) = 2x10™ for either phase

where the symbol "P" denotes probability, and the valves are assumed to be identical.

1

X

2

X

Figure 3-3. Redundant Configuration of Two Valves

The single failure analysis of the system can be tabulated as in Table 3-3.

Table 3-3. Single Failure Analysis for Redundant Valve Configuration.

COMPONENT FAILURE FAILURE PROBABILITY OF
MODE EFFECT OCCURRENCE (F)

Valve #1 Failure to open -
Failure to close System Failure 4x10™ (either phase)

Valve #2 Failure to open -
Failure to close System Failure 4x10™ (either phase)

The system failure probability is 8x10™.

Now consider whether this result can be duplicated by considering the possible successes. There
are three success paths which can be identified both notationally and schematically. If
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R denotes “valve i opens successfully,” and R denotes “valve i closes successfully,” and

P(Path 1) denotes the success probability associated with the ith success path, the following
diagram can be developed:

Path 1: Both valves function properly for both cycles.
% 1% | o %

P(Path 1) = (RoR¢)*

Path 2:  One valve fails open on the first cycle but the other valve functions properly for both

cycles.
1 2 2
R e (] e 8 e e

= % | o e |
P(Path 2) = 2(1-Ro)(RoRc)?

Path 3: One valve fails to open on the second cycle but the other valve functions properly for

both cycles.
1 ) | 2 I 2
b-l-RO RO

-
[

1

-

2

P(Path 3) = 2(1-Ro)(RoR¢)’

Numerically, system reliability is given by

Rsystem =(RoRc)* + 2(1-Ro)(RoRc)” + 2(1-Ro)( RoRc)’
=0.99880027 + 0.00019988 + 0.00019982
=0.99919997 =~ 1 - 8x10™

which is essentially the same result as before. However, it should be observed that the failure
approach is considerably less laborious.

3.8 Cut Sets and Path Sets

When a fault tree is evaluated then cut sets, which can also be termed failure sets, are obtained.
A cut set is a set of basic events, which if they all occur, will result in the top event of the fault
tree occurring. Since the basic events are the bottom, primary events of the fault tree, a cut set
relates the basic events directly to the top event. A minimal cut set, informally termed a minimal
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failure set, is a smallest set of basic events, which if they all occur will result in the top event
occurring. The set is minimal in that if any of the events do not occur then the top event will not
occur by this combination of basic events. A given fault tree will have a finite number of unique
minimal cut sets. The minimal cut sets identify all the distinct ways the top event can occur in
terms of the basic events. A method for obtaining minimal cut sets and their uses will be
discussed in later chapters.

The logical complement of the cut sets are the path sets of a success tree. A path set, which can
also be termed a success set, is a set of events, which if they all do not occur, will result in the
top event not occurring. A path set thus relates the nonoccurrence of basic events to the top
event nonoccurrence. A minimal path set, informally termed a minimal success set, is a smallest
number of events, which if they do not occur, will result in the nonoccurrence of the top event.
The set is minimal in that if any of the events occur then the nonoccurrence of the top event
cannot be guaranteed by this set of events. The minimal path sets of a success tree identify all
the unique ways the top event can be assured to not occur.
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4. The Fault Tree Model

4.1 Symbology—The Building Blocks of the Fault Tree

A typical fault tree as shown in Figure 4-1 is composed of a number of symbols which are
described in detail in the remaining sections of this chapter and are summarized for the reader's
convenience in Table 4-1.
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INITIATIED
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Figure 4-1. Typical Fault Tree
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Table 4-1. Fault Tree Symbols

PRIMARY EVENT SYMBOLS

BASIC EVENT - A basic initiating fault requiring no further development

CONDITIONING EVENT - Specific conditions or restrictions that apply to
any logic gate (used primarily with PRIORITY AND and INHIBIT gates)

UNDEVELOPED EVENT - An event which is not further developed either
because it is of insufficient consequence or because information is
unavailable

HOUSE EVENT - An event which is normally expected to occur

GATE SYMBOLS

AND - Output fault occurs if all of the input faults occur

OR - Output fault occurs if a least one of the input faults occurs

COMBINATION - Output fault occurs if n of the input faults occur

EXCLUSIVE OR - Output fault occurs if exactly one of the input faults
occurs

PRIORITY AND - Output fault occurs if all of the input faults occur in a
specific sequence (the sequence is represented by a CONDITIONING
EVENT drawn to the right of the gate)

INHIBIT - Output fault occurs if the (single) input fault occurs in the
presence of an enabling condition (the enabling condition is represented
by a CONDTIONING EVENT drawn to the right of the gate)

TRANSFER SYMBOLS

TRANSFER IN - Indicates that the tree is developed further at the
occurrence of the corresponding TRANSFER OUT (e.g., on another page)

TRANSFER OUT - Indicates that this portion of the tree must be attached
at the corresponding TRANSFER IN
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Gates

There are two basic types of fault tree gates, the OR-gate and the AND-gate. All other gates
(other than the special DFT gates described in Chapter 8) are special cases of these two basic
types. With one exception, gates are symbolized by a shield with a flat or curved base.

The OR-Gate

——— gate description

)37 gate identifier

The OR-gate is used to show that the output event occurs only if one or more of the input events
occur. There may be any number of input events to an OR-gate.

Figure 4-2 shows a typical two-input OR-gate with input events A and B and output event Q.
Event Q occurs if A occurs, B occurs, or both A and B occur.

OUTPUT Q

I 1
INPUT A INPUT B

Figure 4-2. The OR-Gate

Inputs to an OR-gate are restatements of the output but are more specifically defined as to cause
or to specific scenario. Figure 4-3 helps to clarify this point.
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VALVE IS FAILED
CLOSED

G001

VALVE IS CLOSED DUE VALVE IS CLOSED DUE
TO HARDWARE FAILURE TOTESTING
B001 B002

VALVE IS CLOSED DUE
TO HUMAN ERROR

Figure 4-3. Specific Example of the OR-Gate.
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Note that the subevents in Figure 4-3 can be further developed; for instance, see Figure 4-4.

VALVE IS CLOSED DUE
TO HUMAN ERROR

A

VALVE IS NOT

FROM LAST TEST

OPENED VALVE IS
INADVERTENTLY CLOSED
DURING MAINTENANCE

However, the event

VALVE IS
INADVERTENTLY CLOSED
DURING MAINTENANCE

is still a restatement of the output event of the first OR-gate
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VALVE IS FAILED
CLOSED

G001

A

with regard to a specific cause.

The AND-Gate

q

The AND-gate is used to show that the output fault occurs only if all the input faults occur.
There may be any number of input faults to an AND-gate. Figure 4-5 shows a typical two-input
AND-gate with input events Input A and Input B, and output event Output Q. Output Q occurs
only if Input A and Input B both occur.

OUTPUT Q
()
I 1
INPUT A INPUT B

Figure 4-5. The AND-Gate

In contrast to the OR-gate, causes can directly input an AND-gate; that is, the input faults
collectively represent the cause of the output fault. An example of an AND-gate is shown in
Figure 4-6. A failure of both fuel cells and of the battery will result in a failure of all power to
the DC bus.
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Figure 4-6. Specific Example of an AND-Gate
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When describing the events input to an AND-gate, any dependencies must be incorporated in the
event definitions if the dependencies affect the system logic. Dependencies generally exist when
the failure “changes” the system. For example, when the first failure occurs (e.g., Input A of
Figure 4-5), the system may automatically switch in a standby unit. The second failure, Input B
of Figure 4-5, is now analyzed with the standby unit assumed to be in place. In this case, Input B
of Figure 4-5 would be more precisely defined as “Input B given the occurrence of A.”

The variant of the AND-gate shown in Figure 4-7 explicitly shows such dependencies and is
useful for those situations when the occurrence of one of the faults alters the operating modes
and/or stress levels in the system in a manner affecting the occurrence mechanism of the other

fault.

Q OCCURS

A

A OCCURS AND THEN B

OCCURS

G002

B OCCURS AND THEN A
OCCURS

G003

A OCCURS

B OCCURS GIVEN THE
OCCURRENCE OF A

B OCCURS

A OCCURS GIVEN THE
OCCURRENCE OF B

Figure 4-7. AND-Gate Relationship with Dependency Explicitly Shown
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That is, the subtree describing the mechanisms or antecedent causes of the event

A OCCURS

B001

will be different from the subtree describing the mechanisms for the event.

A OCCURS GIVEN THE
OCCURRENCE OF B

For multiple inputs to an AND-gate with dependencies affecting system logic among the input
events, the “givens” must incorporate all preceding events.

The COMBINATION-Gate

The COMBINATION-gate, represented by a hexagon with a number at its center, is a modeling
convenience available in most software packages. The combination gate allows a user to specify
the number of failures within a group of inputs that will result in output from the gate. This gate
eliminates the need for an analyst to delineate all the required combinations of input events that
can cause in the output event for cases when fewer than the total number of inputs are required
(e.g., three of four inputs).

An example of the use of the COMBINATION-gate is shown in Figures 4-8 and 4-9. Figure 4-8
is a model, using only OR- and AND-gates, of a system in which the failure of two of three
trains will result in system failure. As can be seen, each combination of train failure must be
included in the FT. In Figure 4-9, the same failure logic is represented using the
COMBINATION-gate. In addition to modeling convenience, the COMBINATION-gate helps
eliminate e